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ABOUT CISO ASSURANCE GLOBAL

CISO Assurance Global was founded in Europe in 2018. Our team of experts have a proven track record of delivering quality
outcomes and demonstrating thought leadership in Information Security, for over 25 years.

At CISO Assurance Global, we believe in a new-age working environment. Old-fashioned hierarchies are relics of the past. Our
growing team consists of individuals from all over the world.

Not only do we love to work with different cultures, genders, and ages, but we also support the idea of providing as much
flexibility as possible. We are committed to encouraging our teammembers to achieve their personal and professional goals.

Working with us is very likely to be different than with your previous employers. While you have your given duties, we love to
see you bringing in your own ideas and suggestions. We encourage proactive leadership in all roles.

WHAT ARE THE BENEFITS OF WORKINGWITH US?

We are a team of open-minded people, who share the same vision of creating a better world, by protecting our clients and
their customerʼs data, from various digital threats. We support our team in every way possible.

We offer you amarket-related salary, depending on your experience and qualifications.

You have the flexibility to work from home, with only occasional team building events to join.

If you are interested, we are happy to receive your application at info@cisoag.com including your CV, letter of application, and
certifications related to this position.

THE ROLE :

Position: Penetration Tester

Location: Romania (Remote)

KEY RESPONSIBILITIES :

• Conduct thorough security assessments of IT systems, networks, and applications to identify security vulnerabilities

• Utilize various security testing tools, such as Nessus, Metasploit, and Kali Linux

• Create detailed reports that document the identified security vulnerabilities, their associated risks, and recommended
solutions

• Create andmaintain detailed pen-testing plans, procedures, and strategies

• Provide technical guidance and advice to teammembers, and high level management summary reports

• Stay up-to-date with the latest security trends and best practices
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REQUIREMENTS :

• Bachelorʼs degree or equivalent qualifications, in Computer Science, Information Security, or related field

• 5+ years of experience in IT security and penetration testing

• Expert level knowledge of security tools, such as Nessus, Metasploit, and Kali Linux

• Knowledge of scripting languages, such as Python, Ruby, and Bash

• Strong understanding of security principles, such as authentication and authorization

• Familiarity with network protocols and data encryption

• Ability to communicate technical concepts to non-technical personnel

• Ability to work independently and as part of a team

• Certifications, such as Certified Ethical Hacker (CEH) and Offensive Security Certified Professional (OSCP) are a plus

• Experience with threat modeling, risk assessment, and incident response is a plus

• Excellent written and verbal communication skills

• Strong analytical and problem-solving skills

• Attention to detail and accuracy

• Ability to work under pressure and tight deadlines


